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1	Decision/action requested
This paper provides a solution for key issue #2 on emergency calls.
2	References
[1]	TR 33.856 “Study on security aspects of single radio voice continuity from 5G to UTRAN (Release 15)”
3	Rationale
The current key issue #2 on emergency calls is describing the following situation as source or potential security threats:
“If the SRVCC is for an emergency call, the UE is not in limited service state, it initiates normal initial attach when not already attached to receive emergency bearer services. If the serving network attempts to authenticate the UE after receiving a request for emergency bearer services which was integrity protected by the current NAS security context and the authentication failed and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF proceed as for set up of normal bearers.
In this scenario, since the serving network policy does not allow unauthenticated IMS Emergency Sessions, the continuous authentication process may exhaust UE and network resource.”
The conditions in the key issue are not very clear in describing the problem:
1. UE is normally registered in 5G
2. UE initiates normal attach to receive bearer services
3. Serving network attempts to authenticat the UE, but authentication fails 
=> this is usually not possible when the UE was 5G registered before and is a rare error scenario.
4. Serving network does not allow unauthenticated emergency calls then the UE proceed with normal bearer setup 
=> this is not possible, since the authentication request will be rejected by the AMF and TS 23.167 does not allow the UE to reattempt a rejected unauthenticated emergency call. The UE cannot authenticate with the network, therefore it has to perform PLMN reselection and try again. 
For UE detectable emergency calls, if the UE can authenticate with the network, it performs an IMS emergency registration, else if the UE cannot authenticate with the network it cannot be registered there before and 1- sends an unauthenticated emergency attach and 2. sends an IMS "anonymous user" emergency session establishment request to the P-CSCF without previous IMS registration, which may be rejected based on local regulation. A situation of a continuous authentication loop cannot occur.
All this has no relationship to SRVCC and is part of the normal IMS emergency call procedure. 
Relevant for handing over an IMS emergency session from 5G to 3G is only that the key derivation and mapping is performed as for a normal call, the emergency call is just represented by a priority indication. 
For unauthenticated emergency calls, no security is required. 

4	Detailed proposal
Begin of Changes

[bookmark: _Toc511987245]6.2	Solution #2.x: IMS Emergency Session Handling for SRVCC from 5G to UTRAN CS 
[bookmark: _Toc511987246]6.2.1	Introduction
The solution describes the handling of authenticated and unauthenticated IMS emergency sessions for SRVCC. 
[bookmark: _Toc511987247]6.2.2	Solution details  
If the SRVCC is for an emergency call and the UE has sufficient credentials to authenticate with the serving network, then the security procedure selected for key issue #1 shall be applied.
If the SRVCC is for an emergency call and the UE has not sufficient credentials to authenticate with the serving network, then the selected security procedure for key issue #1 shall not be applied, i.e., no key derivation is needed.
[bookmark: _Toc511987248]6.2.3	Evaluation
Normal security procedures are applied for emergency sessions. 
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